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October 24, 2002
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—
ASD(NITVDeD CIO
SUBJECT: Information Assurance (LA)

References: (a) Section 2224 of title 10. United States Code, "Defense Information Assurance

Program"

(1) DoD Directive 520028, "Security Requirements for Automated Information
Systems (AISs)." March 21. 1988 (hereby canceled)

(c) DoD 5200.28-M. "ADP Security Manual," January 1973 (hereby canceled)

(d) DoD 5200.28-STD, "DoD Trusted Computer Security Evaluation Criteria."
December 1985 (hereby canceled)

(e) through (ah). see enclosure 1

1. PURPOSE
This Directive:

1.1. Establishes policy and assigns responsibilities under reference (a) to achieve
Department of Defense (DoD) information assurance (LA) through a defense-in-depth approach
that integrates the capabilities of personnel, operations. and technology. and supports the
evolution to network centric warfare.

1.2. Supersedes DoD Directive 5200.28. DoD 5200.28-M. DoD 5200.28-STD, and DoD
Chief Information Officer (CI0) Memorandum 6-8510 (references (b). (c). (d). and (€)).

1.3. Designates the Secretary of the Army as the Executive Agent for the integration of
common biometric technologies throughout the Department of Defense.

1.4, Authorizes the publication of DoD 8300.1-M consistent with DoD 5025.1-M
(reference (£)).
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Information System Related Processes

v @ process
- "Covert Channel Analysis’

S ‘Cyber Attack’
S "Information Assurance Method’

v InformationSystemEvent

' 'Information System Attack’

------ "Active Attack’

------ 'Blended Information System Attack’

------ 'Computer Network Attack’

------ 'Distributed Denial of Service'

------ ‘Information System Flooding’

------ 'Information System Jamming’

------ "Jamming Attack’

------ ‘Laboratory Attack’

------ 'Man in the Middle Attack'

------ 'Passive Attack'

------ 'Replay Attack’

...... 'Supply Chain Attack’
‘Information System Incident’

------ "Classified Information Spillage Incident'

------ 'Communications Security Incident’

An attack, via cyberspace, targeting an
enterprise’s use of cyberspace for the
purpose of disrupting, disabling,
destroying, or maliciously controlling a
computing environment/infrastructure;
or destroying the integrity of the data or
stealing controlled information. (National
Information Assurance Glossary)

Actions taken through the use of
computer networks that result in an
actual or potentially adverse effect

------ 'Cyber Incident’
------ 'Data Contamination Event’

------ ‘Inadvertent Disclosure Incident’

------ ‘Information System Tampering’

------ ‘Intrusion Event’

------ ‘Unauthorized Access Incident’

------ ‘Information System Incident Precursor’

on an information system and/or the
information residing therein. See
incident. (National Information
Assurance Glossary)




Information System Attack

@ cnolnformationSystemAttack |

@ cno:PassiveAttack

@ cno:BlendedAttack

0 cno:FloodingAttack

® cnoReplayAttack | [ @ cno:laboratoryAttack |

@ cno:SupplyChainAttack |

| © cnoPassiveWiretapping l | ) cno:DenialOfServiceAttack I

[ @ cno:ManinTheMiddleAttack |

13

Class Form ﬁéﬂ '
cno:ManInTheMiddleAttack

\g’ Annotations

rdfs:comment ~ v

S« Definition: A form of active wiretapping attack in which the attacker

intercepts and selectively medifies communicated data to masquerade
as one or more of the entities involved in a8 communication association,

(’06" rdfsdabel =

Man in the middle attacli:I

dosource =

Committee on Mational Security Systems Instruction (CM55-T) Mo, 4009
26 April 2010




Information System Countermeasure

2 cnodnformationSystemCountermeasure —3¢lass Form a[B)eE
cnocAlert cno:InformationSysternCountermeasure
cnasAttackSensingAndWarningProcess Annotations
cno:AttribueBasedAuthorization rdfs:comment ~

. Definition: actions, devices, procedures, or techniques that meet or cppose(i.e,
cno:AttributeBasedAccessControl counters) a threat, a vulnerability, or an attack by eliminating or preventing it, by
. : minimizing the harm it can cause, or by discovering and reporting it so that corrective
cno:Audit action can be taken.
cnatAuthenticationMechanism rdfslabel =
chocduthenticaticnProcess Information system countermeasure
cno:CommunicationsSecurityProcess dcsource

) Committee on Mational Security Systemns Instruction (CM55-T) Mo, 4009 26 April 2010
cno:CryptosecurityProcess

cno:EmissionSecurityProcess

cno:PhysicalSecurityProcess g

cno: TransmissionSecurityProcess

cnoildentityRegistrationProcess P@Q

cno:PersonalldentityVerification

cno:RegistrationProcess OS«
C




Person Roles

Y role

PersonRole
------ "Authorizing Official’

------ Certifier

------ "Chief Information Officer’

------ "Chief Information Security Officer’
------ Claimant

------ CommunicaitonsSecurityCustodian
------ 'Communications Security Custodian’
------ 'Communications Security Manager’
------ "Controlling Authority’

------ 'Device Registration Manager’

------ 'Enrollment Manager'

...... HﬂEkEI‘

¥v--@ 'Information Assurance Professional’
e InformationAssuranceManager

e InformationAssuranceOfficer

e InformationSystemsSecurityManager

------ AlternateCommunicationsSecurityCustodian

------ "Authorizing Official Designated Representative’

e InformationSystemsSecurity Officer
------ ‘Information Owner’
------ ‘Privileged User’
------ Subscriber
------ 'System Administrator’
------ 'System Owner’

Individual responsible for the information
assurance of a program, organization, system,
or enclave.



@ Organization

rdfs:subClass

subClassOf

rdfs:subC

2 | @ cno:RedTeam
assC

.cno:ConfigurationControIBoard |

@ cnoBlueTeam |

|
Class Form = EER
g Iame: |cno:RedTeam
\' ~ Annotations

s’\ rdfs:comment
% Definition: A group of pecple authorized and organized to emulate a

potential adversary's attack or exploitation capabilities against an

0$ enterprise’s security posture, The Red Team's chjective is to improve

enterprise Information Assurance by demonstrating the impacts of
successful attacks and by demonstrating what works for the defenders
(i.e., the Blue Team) in an cperational envirenment.

rdfs:label =~
Red team

dcsource

Committes on Mational Security Systems Instruction (CM55-T) Mo, 4009
26 April 2010



Systems

© cno:GridOfComputingDevices

| @ cnolnstrusionPreventionSystem |

&) cno:IntrusionDetectionSystem |

) cno:DataFramework |

i) cno:InformationEnvironment |

| @ cnoidnformationSystem |

Definition: Aggregate of individuals, organizations, and/or systems
that collect, process, or disseminate information, also included is
the information itself. (JP 3-13 Joint Information Operations)




Computer Programs

‘l' - "Computer Program’

' .....

~ Application

- Mﬂliﬂiﬂ“ﬂﬁﬂﬂlﬂt/

Firmware
‘Logic Bomb’
Malware
Software
Spyware
"Time Bomb®
‘Trojan Horse'
Virus

"Web Bug’
wWorm

Small application programs that are
automatically downloaded and executed
and that perform an unauthorized function
on an information system. (JP 3-13)



Information Content Entities

Plan
...... "Contingency Plan’
------ ‘Continuity of Operations Plan’
------ ‘Disaster Recovery Plan’
------ ‘Incident Response Plan’
------ ‘Interconnection Security Agreement
------ ‘Interface Control Document’
------ 'System Security Plan’

List

------ AccessControlList—

------ CertificateRevocationList

------ CompromissedKeyList

------ EndorsedCrytpographicProductsList
------ ‘Evaluated Product List’

------ EvaluatedProductsList

------ KeyList

------ "Trust List *

------ TrustedCertificatesl ist

1. A list of permissions associated with an object. The
list specifies who or what is allowed to access the
object and what operations are allowed to be
performed on the object.

2. A mechanism that implements access control for a
system resource by enumerating the system entities
that are permitted to access the resource and
stating, either implicitly or explicitly, the access
modes granted to each entity.
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Intrusion Detection System

cn:InformationSystem | — . cnelntrusionDetectionSystem | cno:BlueTeam

cno:AttackSignature

cnoifAlert

Class Form SR

Mame: |cno:ntrusionDetectionSystemn Adversary I - - cno:SupplyChainAttack
+ Annotations - o
=

Definition: A Systemn of hardware and software products that gather and

analyze information from various areas within a cormnputer or a network Cnoenag_role

to identify possible security breaches, which include both intrusions

(attacks from cutside the organizations) and misuse (attacks from with

the organizations). cno:RedTeam

=4
Intrusion detection system

=

Committee on Mational Security Systems Instruction (CN55-I) Mo, 4009
26 April 2010



Class Form o

FEE

cno:RegistrationProcess

Annotations

° °
Registration Process .
The process through which a party applies to become a subscriber of 2

Credentials Service Provider (C5P) and a Registration Authority validates
the identity of that party on behalf of the C5P,

rdfs:label ~

Registration process

€ cno:RegistrationProcess
i dcsource
Committee on Mational Security Systems Instruction (CN55-T) Me. 4009
26 April 2010
oversight cno:participang
@ cno:RegistrationManager | @ cno:CredentialsServiceProvider |
cno:partikipant_in
wbscribes_to Cno:iEsues cnostrusted, by
W
O cno:Subscriber | I & cnoldentityToken I l ) cno:RegistrationAuthority I
Class Form o HE
cno:ldentity Token cno:has_preperty cno:authfenticates
+ Annotations
rdfs:comment ~ N

Definition: Smart card, metal key, or other physical object used to o~ .
authenticate identity. 0 cnoildentity I

rdfs:label =~
Identity token

docsource ~

Committee on Mational Security Systerns Instruction (CMNS55-I) No. 4009
20 &pril 2010



Cyber Security Use Case

(next 4 slides)

Cyber Threat Analyst

Participates in Cyber Threat Detection Process
Authors Cyber Incident Report

Authors Cyber Forensics Report

Shares with Trusted Partners



Cyber Threat

Cyber Incident Analysis Process followed_by

t

instance of
- Cyber Threat

Detection
Suspected Process

Phishing Incident €—— has_objective 4
132422MAR13

participates_in

Cyber Threat
Analyst

has_role

—

author_of

Cyber Incident
Report

is_a

Initial Cyber
Incident Report
A

instance_of

3. EXECUTION:

Intent. Give the stated vision that defines

purpose of the operation and the relatiensl\ip ahong the

force:

s, the enemy, and tho tes

PT of the OPERATION. Refer to the
1.

general terms, how the platoon, as a whole, will

accomp:

lish the mission. Identify the most important

task for the platoon (mission-essential task) and any

other

essential task. 1f applicable, designate the

decisive point, form of maneuver of defensi:
techniques, and any other significant factors or
principle. Limit this paragraph to six sentences.

(1) Maneuver. Address all squads
by

and
attachments by name, giving each of them an

essential task. Designate the platoo:

main effort; that is, who will accomplish
the nost important task. ALl other tasks

must relate to the main effort.
mission statements for each subordinate
element

(2) Fires. Refez to the fire support overlay
and target list. Describe the concept of

the scheme of maneuver. If applicable,

address priority targets(who controls fires

on them), and any restrictive control
measure on the use of fire

3

hdditional combat support assets (enginser,
ADA). State the concept of employment of
any combat _support attachments or who gets

elority of thoir use, how they are o be

dsed (priority of effort), end how they

will be controll (0o

include mfomuon that elonge in the.
)

Initial Cyber
Incident Report
22 March 2013
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Cyber Threat Detection & Analysis Process

Cyber Incident

t

instance_of

| has_target

Suspected

Cyber Threat
Analysis Process

Cyber Threat
followed_by ———  petection

Process

Phishing Incident €——
132422MAR13

A

participates_in

Cyber Threat Analyst

author_of

Cyber Incident
Report

Initial Cyber
Incident Report

I

instance_of

Initial Cyber
Incident Report
22 March 2013
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Cyber Incident
Indicator Pattern
A

has_output

Confirmed
Phishing Incident
132422MAR13

Confirmed Cyber Incident Cyber Incident
Forensic Process Report

Cyber Incident

Cyber Threat )
. Forensic Report
Forensic
A
Process
T instance_of

participates_in

Cyber Threat Analyst

author_of

Forensic Report
22 March 2013
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Shared Cyber Situational Awareness

Cyber
Incident shared_with
Reports
has_trust White Team A
Cyber Emergency has_trust
author_of —— Response Team
Alpha
has_trust White Team B
shared_with 1‘
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Conclusion

* Avoid Mass Terms (e.g. Data or Computing)

e Use Individual Nouns (e.g. Data Set or
Computing Process)
* Distinguish
— Strict “is_a” taxonomy
e catis_a mammal
e storm is_a weather event
e computer disk is_a information bearing entity
— Diagram
* Network Diagram

* Tree Diagram
* System Diagram



